
< > - +

Backscatter from denial of service attac ks

David J. Marchette

marchettedj@nswc.navy.mil

Naval Surface Warfare Center

Code B10

Backscatter from denial of service attacks – p.1/31



< > - +

Outline

Introduction to Backscatter

Description of the Data

SYN/ACK packets

Resets

Conclusions/Discussion

Backscatter from denial of service attacks – p.2/31



< > - +

Intr oduction

This builds on work by David Moore et al, CAIDA, “Inferring
Internet Denial-of-Service Activity”, Proceedings of the 10th
USENIX Security Symposium, 2001.

Many DOS attacks operate by sending packets to a victim with the
source address spoofed.

This results in response packets sent to the spoofed addresses.

By monitoring the unsolicited packets sent to a network, one can
estimate the level of attack, how many attacks there are, etc.
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Backscatter Cartoon
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Backscatter Cartoon

Victim

Attacker(s) The Internet us

Attackers send spoofed SYN packets
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Backscatter Cartoon
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Probabilities

Assume the spoofed IPs are generated randomly, uniformly and
independently. Assume m packets are sent in the attack.

Assume we monitor n of the 232 possible IP addresses. Assume
no packet loss.

Then the probability of detecting an attack is:

P[detect attack] = 1 �
�

1 �
n

232

� m
:

The expected number of backscatter packets we detect is:

nm
232 :
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Probabilities Contin ued

The probability of seeing exactly j packets is:

P[j packets] =
�

m
j

� � n
232

� j �
1 �

n
232

� m � j
:

This allows us to estimate the size of the original attack:

m̂ =
�

j 232

n

�
:
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The Data

A network of n = 216 IP addresses was monitored from
September 2001 through January 2002.

Only TCP packets considered in this study.

Packets were assumed to be unsolicited if there had been no
legitimate session between the source/destination pair (IPs and
ports) for 20 minutes prior to the packet.

In this study, only SYN/ACK and RST packets were considered.

SYN/ACKS are the response to a SYN �ood, or a half-open scan.
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Data Cleaning

We observed that there were dropped packets resulting in some
sessions without an observed SYN packet. We removed those (as
best we could).

We observed that some web servers will keep part of a session
open for a long time (hours) and the send RST packets. We do
not have a good answer to how to detect these. More on this later.

The data considered in this talk consists of:
8,134,052 SYN/ACK packets
462,120 reset packets.

Note that this is a working network with thousands of active
machines. This makes the determination of “unsolicited” more
dif�cult than we had thought.

Backscatter from denial of service attacks – p.8/31



< > - +

SYN/ACKS
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SYN/ACKS Zoomed
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SYN/ACKS over 1000
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SYN/ACK Subset Statistics

55 victim IP addresses, 1,544,562 total packets.

Number of packets per IP:

4,220 144,144 2,068 1,344 50,161

16,734 17,002 33,589 33,881 33,911

135,396 33,786 4,025 16,832 17,292

19,154 15,692 38,495 50,617 16,794

4,274 16,941 100,749 5,646 1,167

1,849 16,808 54,778 33,685 17,060

16,837 202,650 50,594 59,040 16,873

80,427 4,424 2,768 2,413 9,015

55,195 3,250 4,174 1,972 4,167

3,792 18,469 25,402 7,731 4,214

3,205 2,995 3,969 21,336 1,556
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IP #4; 1,344 Packets
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IP #2; 144,144 Packets
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IP #5; 50,161 Packets
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IP #28; 54,778 Packets
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The Pattern
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Supreme Random Leetness

From the code to stacheldrahtV4:

srandom ((time (0) + random () % getpid ()));
/* supreme random leetness */

Notes:

time(0) returns seconds.

Calling random() in the seed introduces structure (chaos?).

This code is only executed when the attacker chooses not to
select over all 232 addresses, but instead only (a subset of) the
last three octets.
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IP #18; 38,495 Packets
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IP #41; 55,195 Packets
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IP #47; 18,469 Packets
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Lessons Learned

A single attack packet can generate multiple responses. This
means that our estimates must take this into account.

The random number generator used by some tools is bad.

This effects our estimates (no longer independent).

How many octets are randomized is important to our
estimates.

Need data from other networks to determine the number of
octets randomized.

Pattern might allow a signature as to the tool used.

Some attacks have internal structure worth investigating.
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Reset Packets

462,120 reset packets.

“Unsolicited” resets can be the result of:

Backscatter from denial of service attacks.

Backscatter from IP/port scans with some spoofed IPs.

Reset scan against the monitored network.

Resets sent by servers a long time after the connection should
have timed out.
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Resets
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Snapshot, >100 Spoof ed IPs
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Nine IPs
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IP #3
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IP #8: Sour ce Por t 443
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IP #5

26; 781packets

� 46 hours

Source ports: 4–64,999

Dest. ports: 1,030–65,534

Backscatter from denial of service attacks – p.29/31



< > - +

Lessons Learned

“Unsolicited” reset packets happen all the time.

Source ports throughout the port range is evidence of spoofed
packets. These are also evidence that the packets are
backscatter.

Need methods to distinguish between backscatter and inverse
scans.

Tools where the response is RST (or reset scanning tools) use
better random number generators than stachledraht.
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Future Work

Better de�nition of “unsolicited”.

Multiple sites to help determine:

Number of octets randomized.

DOS vs scans.

Estimate the number, type and size of DOS attacks.

Can we determine that an attack is distributed?

Can we estimate the number of attackers per attack?
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