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Introduction

 Artificial Immune Systems for anomaly detection:

— pH (process Homeostasis) (System Call Traces).
— LISYS (TCP Connections).

 |deas from vertebrate Immune systems:

— Protect from novel diseases by detecting the
anomalous.

— Learning without counter-examples.
— Distributed, no centralized control.

— Robust (no single point of failure) (population
diversity).

— Adaptive (environment dependent).



Components

Problem:
— Collection of fixed length binary strings we wish to protect (self).
— Only a sample is available.

Partial Matching (detectors):
— r-contiguous bits.

— r-chunks.

— Computational considerations.

Positive and Negative detection:

— Tradeoffs: detector sets.
Generalization:

— Which and how many patterns are considered normal?
Representation and Diversity:

— What is a suitable representation?

Response and Dynamic behavior.
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Partial Matching Rules

r-contiguous bits, r=3, I=5, windows=3:
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Easier to analyze
Implementation advantages
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r-chunks subsumes r-contiguous bits



Two Detection Schemes

 Positive Detection:
— Every (length r) pattern present in S is a potential detector:
— $={ 0000, 1010}
Positive detectors: 00, 00, 00
10, 01, 10
— Astring is considered self if it is matched by a detector in each
window (Scheme_rpc).
* Negative Detection:
— Every (length r) pattern not present in S is a potential detector.
— S$={ 0000, 1010}
Negative detectors 01, 10, 01
11, 11, 11

— A string is considered non-self if it is matched by at least 1
detector (Scheme_nNb).

e Scheme nbp=Scheme_pcin terms of the set of strings they

protect. &\



Expected Number of Detectors

* The expected number of distinct patterns in a
window of size r for a self set S:

i N
Er:2r_2r(|_—2 r)
e Expected number of detectors:
— Positive:  Ep=t (Er) where t=I-r+1
— Negative: Ej=t @V—Er ﬁ
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Detector Set Size

Murmiar of Dataciors
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The intersection Is independent of the length of the strings.
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Minimum set of detectors

* Redundancy:

— Everything a detector matches Is matched by
some other detector.

ENmin = 2r_ Er+(| ‘r)(Er‘Z (Er_ Er—l))

 Implicit Matches:

— Everything a detector matches Is implied by
other detectors.

Eemin= Er+(| _r)(Er_Z (Er_ Er—l))



Generalization

Window crossover

— Two consecutive windows crossover if they match in
their r-1 common bit positions. EX. r=2:

sl: 0000
S2: 10[10
yield: 0010 and 1000

The set of all crossover strings is the crossover
closure CC.

The set of protected strings by these schemes is
exactly CC(S).
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Crossover Closure
e S={0000,1010}, CC(S)={0000,0010,1000,1010}

00 00

oG

£ . if t=1
CCt)=0"

2CC(n-1)P(2) +CC(n-1)(1-P(2)), otherwise

CC(t) =E,(1+P(2))



Crossover Closure
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e The smaller r is in relation to | the quicker CC(S) grows.
* Restrict sample size



Conclusions

o Step towards understanding and improving the systems we

have already built:

— Match rule

— Positive and Negative detection
— Detectors

— Generalization

e Other work:
— Representation (permutation masks)
— Distance from CC(S)
— Dynamic Behavior

* Biological metaphors:
— Inspiration
— Understand/Formalize
— Depart
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Generalization

e Given a sample S what strings are encompassed In
the generalization?




